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Welcome! Today is Monday 9/29/25

Thank you for submitting Homework #2.
For Wednesday: Please read:
“Don't Trust, Verify"
by Marthe Naudts on Medium
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https://medium.com/@marthe_naudts/highly-profitable-trading-strategies-avraham-eisenberg-and-the-legalities-and-ethics-of-crypto-6bd81ef1caf9

Verification of Completion for HW2

@ Anyone with an internet connection can verify that someone
did your homework

@ Anyone (e.g. Nnadozie and me) who knows the mapping of
wallets to names can verify who

The contract

The token

3/85


https://sepolia.etherscan.io/address/0x41c8826d7c4b54f961cc14bd22ca0abd398073f6
https://sepolia.etherscan.io/token/0x41c8826d7c4b54f961cc14bd22ca0abd398073f6

In the News: Economists Remain Crypto Bears

The US economy would benefit substantially by borrowing money to form a strategic crypto
asset reserve fund.
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2013 Nobel Laureate Eugene Fama: Crypto “will go to zero within
10 years".
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In the News: CFPB to Pause All Enforcement

Employees expect CFPB to terminate all
enforcement actions

The embattled regulator has dropped more than half its Biden-era docket,
including cases against Apple and U.S. Bank. But insiders at the bureau say
that's just the beginning.
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In the News: Downward Trend in Crypto Payments

From Hayashi & Routh:

Chart 1: The share of U.S. consumers who use cryptocurrency for payments has declined slightly
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Sources: Board of Governors of the Federal Reserve System and authors’ calculations.
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https://www.kansascityfed.org/documents/11707/PaymentsSystemResearchBriefing25HayashiRouth0924.pdf

Matt Levine's Commentary

"l suppose it is often the case that a technology is introduced with
great hype to solve one particular problem, and then turns out to
be more or less irrelevant to that problem but quite useful for some
other problem. Here Bitcoin was introduced to allow for
peer-to-peer permissionless payments, for which it has turned out
to be a dud. But Bitcoin is very good at an unrelated thing, which
is “going up in price.” (You can see why that would make it bad as
a payments medium!) So it has caught on and become widely
adopted, even though its original premise was kind of wrong.”
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Matt Levine's Commentary, Contd.

“Incidentally the point of that Kansas City Fed research note
appears to be to express skepticism about stablecoins as a
payments mechanism, in the face of growing optimism elsewhere. |
don’t know if that follows. Crypto is not widely used for payments
for a number of reasons, including (1) prices are volatile, (2) you
can't reverse payments and (3) you can't send crypto from your
bank’s app. Stablecoins fix the first problem and, with a certain
amount of pushing to become part of the financial mainstream,
could solve the other two as well."
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Backtracking: Bremmerman's Limit

In our unit on Cryptography and Blockchains, | forgot to mention
the very important Bremmerman'’s Limit.

Bremmerman's Limit gives an upper bound to computation speed
in the physical universe. It is 1.4 x 10°° bits per second per
kilogram.

A Bremmerman computer the mass of Earth could theoretically
crack a 256-bit hash in about 2 minutes, or a 512-bit hash in 107
years.

Problems which require more than 10”3 bits of computation are
called transcomputational, meaning a Bremmerman computer
the size of Earth would not solve the problem within the current
estimated age of Earth.

In practice, of course, engineering considerations restrict feasible
computers far, far below this limit. Suffice it to say, your on-chain

assets are safe from a brute force attack for the forseeable future.
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@ Pain Points of TradFi
© Promise of DeFi
© Lending Protocols

@ Derivatives
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Pain Points of TradFi

@ Pain Points of TradFi
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Pain Points of TradFi

The Traditional Financial System

@ The traditional financial system allows people and institutions
to trade time and risk, using promises

@ The purpose of the system is to enable agents to
smooth consumption and share risk
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Pain Points of TradFi

The Traditional Financial System

@ The traditional financial system allows people and institutions
to trade time and risk, using promises

@ The purpose of the system is to enable agents to
smooth consumption and share risk

o Essential functions for a society!
e When thinking about defi, remember the purpose of finance!
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Pain Points of TradFi

The Traditional Financial System

@ The traditional financial system allows people and institutions
to trade time and risk, using promises

@ The purpose of the system is to enable agents to
smooth consumption and share risk

o Essential functions for a society!
e When thinking about defi, remember the purpose of finance!

@ But not all is good with tradfi:
Complexity

Rents

Justice

Access
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Pain Points of TradFi

A Promise in Tradfi

ISDA.

International Swaps and Derivatives Association, Inc.

2002 MASTER AGREEMENT

dated as of

and

have entered and/or anticipate entering into one or more transactions (each a “Transaction”) that are or will be
governed by this 2002 Master Agreement, which includes the schedule (the “Schedule™), and the documents and
other confirming evidence (each a “Confirmation”) exchanged between the parties or otherwise effective for the
purpose of confirming or evidencing those Transactions. This 2002 Master Agreement and the Schedule are together
referred to as this “Master Agreement”.

Accordingly, the parties agree as follows:—

Source
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https://www.gbm.hsbc.com/financial-regulation/2002-isda-master-agreement

Pain Points of TradFi

A Promise in Tradfi

ISDA.

Internatonsl Swaps and Derivatives Assocation, Inc.

2002 MASTER AGREEMEN

dated as of

and

e eners s wpate oo s cneor wors tmctions (cch 8 “Tsactio) it wre o il be
‘govemed by this 2002 Master Agreement, which includes the schedule (the “Schedule”), and the documents and
Giher coniming vidence cach 3 ~Confirmation™ exchanged betwee e partcs o1 et et o e
purpose of confirming or evidencing those Transactions. This 2002 Master Agreement and the Schedule are together
referted to as this “Master Agreement”.

‘Accordingly, the partes agree as follows:—
L Interpretation

Definitions. The terms defined in Scction 14 and elsewhere in this Master Agreement will have the
‘meanings thercin specificd for the purpose of this Master Agrecment.

(b)  Inconsistency. In the event of any inconsistency between the provisions of the Schedule and the other
provisions of this Master Agrecment, the Schedule will prvail. In the cvent of any inconsistency between the
provisions of any Confirmation and this Master Agreement, such Confirmation will prevail for the purpose of the
relevant Transaction.

(9)  Single Agreement. All Transactions are entered into i reliance on the fuct that this Master Agreement and
all Confirmations form a single agreement between the partcs (collectively referred to a this “Agreement”), and the
partics would not otherwise enter into any Transactions.

2 Obligations
@ General Conditions.

Each party will make each payment or delivery specified in each Confirmation to be made by it
Sbict o th ohr provisons o i Agteement

(i) Payments under this Agreement will be made on the due date for value on that date i the place of
the st sosifie n th kvt Confimtion o othervise pusuant o this Agenes, i fsly
el finds ad i e e sty pyens in e el cursey. Wit st
by delivery (that i, clhr than by payment. such deiery il be made for receipton the due dae 1 the
e cotomary Tt s et o s aterwse pecid n he lovnt Confmaton o
elsewhere in this Agreement,

Source
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https://www.gbm.hsbc.com/financial-regulation/2002-isda-master-agreement

Pain Points of TradFi

A Promise in Tradfi

(i) Each obligation of cach party under Section 2(a)(i) is subject to (1) the condition precedent that no
vt ofDeult or Pt Even ofDefult wilh spect o h ot paty hus e and i ot
(2) the condition precedent that no Early Termination Date in respect of the relevant Transaction has

ceurred or been affcivly designated ad (3) cach othe condition speified n this Agrcement o be 4
condition precedent for the purpose of this Section 2(a)(ii).

() Change of Account. Either party may change its account for receiving a payment or delivery by giving
notice to the other party at least five Local Business Days prior to the Scheduled Settlement Date for the payment o
delivery to which such change applics unless such other party gives fimely notice of a reasonable objection to such
change

(&) Netting of Payments. 1fon any date amounts would otherwise be payable:—
@ inthe same currency: and
(i) inrespect of the same Transaction,

by each party to the other, then, on such date, each party’s obligation to make payment of any such amount will be
automatically satisfied and discharged and, if the aggregate amount that would otherwise have been payable by one
party exceeds the agaregate amount that would otherwise have been payable by the other party, replaced by an

which the larger would have been payable to pay to the other party the
excess of the larger aggregate amount over the smaller aggrgate amount.

The parties may elect in respect of two or more Transactions that a net amount and payment obligation will be
demied o epest ol ible on the same date in Transactions,
regardless of wl -h amounts are payable in respect of the same Transaction. Ihe lection may be made in the
Schedule or any Contomion by specifying that “Multiple Transaction Payment N
ideniicd as bong subect o the iction i which cae laus () above will no sply o Suh Tamsoctons). If
Mlipl Trnsacton Pyt Netingissplicabe t Trasatos, it il spply tothose Tasactons with el
from the starting date specified in the Schedule or such Confirmation, or, if a starting date is not s
Schedule or such Confirmation, the starting date. s agreed by the partes in wri

made scparately fo different groups of Transactions and will apply separatly to each pairng of Ofices through
which the parties make and reccive payments or deliverics.

s e

(&) Deduction or Withholding for Tax.

@) Gross-Up. All payments under this Agreement will be made without any deduction or withholding
for or on account of any Tax unless such deduction or withholding is required by any applicable law, as
‘modified by the practice of any relevant governmental revenue authority, then in effect. If a party is so
required to deduct or withhold, then that party (*X”) will:—

(1) promply notify the other party (*Y") of such requirement;

@ o the relevant authorites the full amount required 1o be deducted or withheld
(ncin h ull amount i 0 b dduce o witldfrom anyadiional amount e by
under this Section 2(4) promply upon the calir of determining that such deduction or

W " Y:

&) pmmpllv forvard o ¥ n offcial it (o o cotifed copy), o ther documentaion
such authorities;

2 1SDA® 2002
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https://www.gbm.hsbc.com/financial-regulation/2002-isda-master-agreement

A Promise in Tradfi

i) upon reasonable demand by such other party. any form or document that may be required o
reasonably requested in witing in order to allow such other party or its Credit Support Provider to make @
payment under this Agreement or any applicable Credit Support Document without any deduction o

Tax or with such dedution or withholding at a reduced rate (so long as
the completion, exccution or ﬂlhm\wunn'(u:hb form or document would not materially prejudice the legal
or commercial position of the party in receipt of such demand), with any such form or document to be
e andcompleted i a e easonably i Fctory 10 ch e porty and 1o b cxecued ad 6 b
deivered with any reasonably required certification,

in the Schedule or such Confirmat fnone is specified. bl

in cach case by
practicable

(b)  Maintain Authorisations. 1t will maintain in fll
any gmcmmcnml or other autory it o d to be obtained by it with respect to this Agrcement or any
Credit s o Which it s party and will e al easonale eTorts t abia g that may bocome
it oot

(&) Comply With Laws. 1 will comply in all material respects with all applicable laws and orders to which it
may be subject if failure so to comply would matcrially impair its ability to perform its obligations under this
‘Agreement or any Credit Support Document to which it is a party.

(@ Tax Agreement. 1t will give notice of any failure of a representation made by
accurate and true promptly upon learning of such falure.

der Section 3(1) to be

Payment of Stamp Tax. Subject to Section 11, it will pay any Stamp Tax levied or imposed upon it or in
Tespect of s xccution or performance of this Agrcement by & urisdction  which it s incorpoated: organisd,

levied or mlpn:cd s the e party o n espect of the umcr party’s execution or performance of this Agreement
with P

5. Events of Default and Termination Events

() Events of Default. The occurrence at any time with respect to a party o, if applicable,
Provider of such party o any Specified Eniy o such party of any of the folloving vens consites ;e o
“Event of Defaull”) with

Support

() Failure o Pay or Deliver. Failure by the party to make, when due, any payment under this
Agreement or delivery under Section 2(a)(i) or (h)()2) or (4) required to be made by it if such filure is
ot rmedid o o bfor h fist LocalBusiness Dey i he cac of any uch pyment o e fst Loal
Delivery incachcas, mtic o

Gy Breach of Agreement; Repudiation of Agreement.

Failure by the party to comply with or perform any sgreement or obligation (other than an
obligaion o makeany ayment nder s Agrecent o delfvery under Section 2 o XHON2)

Section 4(a)(i).
oty oS0 v b cmplcd wilorperformed vy e pory n s with e Aot
i such failure is 30

(@) the party disaffrms, disclaims, repudiates or rejects, in whole or in part, or challenges the
validity of, this Master Agrecment, any Confirmation exceuted and delivered by that party or any

5 ISDA® 2002
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https://www.gbm.hsbc.com/financial-regulation/2002-isda-master-agreement

A Promise in Tradfi

21 /36 92%  + [ E)

14 Definitions
As used in this Agreement—

“Additonal Representation” b the meaning specifed in Section 3.

“Additonal Termination Event” has the meaning specifiedin Section S(b)

“Affected Party” has the meaning spesified in Scction S(b).

“Affected Transactions™ means (s) with respect to any Termination Event consisting of an Uegalit, Force Maj
Evn,Tox vent r ToxEventUpon Metgr:l Trsasions affetd by theascuens ofsch Tamination e
(which, in the case of an S

O s s e oo G oo Dt e oy et Tametons e Amh

ose Tramsactions and, if te relevant Creit Support Duumwm consiis 2 Confimation o 3 Tanaton, ek
.l Transactions

A" means,sibjet 1 the Sl in relion 1 ny e,y ity coniole, ety o ey, by
the person, comimon
o i o ponFor i o comroof ! ety o pion e Owesp of & ey of e
Voting povr of the ity or person.

“Agreement” has the meaning specified in Section 1(¢)

“Applicable Close-out Rate” means:—

(@) inrespect of the determination of an Unpaid Amount:—
O i P for 2Aai)
by a Defuuling Party,the Default Rt

) ins deliverable (or for

o Noo et Pary he Nop-duft R,

(i) inrepet of aigatons efred pursnt o Setion S0
long as the deferral period continues, the Appl frral Rate; and

there is no Defauling Party and for so

() in all other cases following the occurrence of a Termination Event (except where inerest acerues
et 1o clous (1 above),the Applkable eteral ot and

() inrespect of an Early Termination Amount:—

() for the period from (and including) the relevant Early Termination Date o (but excluding) the date

(1) ifthe Early Termination Amount i payable by a Deflting Party,the Defuult Rate

(@) if the Early Temmination Amount is payable by a Non-defaultng Party. the Non-default
Rate;and

() imall other cases,the Applicable Deferral Rate: and

2 1SDA® 2002

13/85


https://www.gbm.hsbc.com/financial-regulation/2002-isda-master-agreement

Pain Points of TradFi

A Promise in Tradfi

®

©

©

P2,

@

Source

“Specified Transaction” i 14ofth it
r
The “Cross-Default™ provisions of Secton S [wil[will ot apply to Party A
[witlwill no]” pply to Party B
1 . 14 ofthis Agreement
N

The “Credit Event Upon Merger™ provisions of Secton S(b)(v) [will[will no]" spply to Party A
ol il mot]” spply to Pary B

The " apply t Party A,
[willsill noi wpl» toParty B

“Termination Currency” [will 1 i

¥

Additonal Termination Event [will[will not)* apply. ~[The following wil consitute an Additional

Termination Eventi—

Forthe purpose of the foregoing Termination Event,the Affected Party or Affected Partes wil be:—

7

Tax Representations.
Payer Representations. For the purpose of Scction 3) of this Agreement(, Party A and Party B do not
make any representations.Jl:—

()] [Party A] and] [Party B [each] makefs] the fllowing representationi—

s not req
v oy o cant Jurisdiction to mak
o o o o n Pyt (ot et ot Secton ) of s Ascomen)

b o pple o g e by e prctes o sy e gl
(e any deducton or withholding for or on

o if Addral Teminaion Fen il
N te llowingrepesaions iy ned modifcation i cherpry s Mol Pay.

30 1SDAR 2002
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https://www.gbm.hsbc.com/financial-regulation/2002-isda-master-agreement

Pain Points of TradFi

Rents

PAYMENT NETWORK AVERAGE CREDIT CARD PROCESSING FEES

Visa 1.29% + $0.05 to 3.29% + $0.10
Mastercard 1.39% + $0.05 t0 3.29% + $0.10
Discover 1.58% + $0.05 to 3.28% + $0.10
American Express 1.5% + $0.10 to 3.15% + $0.10

Sources: Visa USA Interchange Reimbursement Fees published on April 23,2022, Mastercard 2022-2023 U.S. Region Interchange
Programs and Rates, Wells Fargo Merchant Services Payment Network Pass Through Fee Schedule, and Wells Fargo Payment Network
Qualification Matrix effective April 22,2022,

Source

In Economics, a rent is any recurring payment earned in excess of the cost to
provide it. Persistent rents are evidence of barriers to entry or other
impediments to perfect competition.
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https://www.fool.com/the-ascent/research/average-credit-card-processing-fees-costs-america/

Pain Points of TradFi

Finance in the USA

0.08 1
3
2 0061 g
g 006 3
I} @
2 =3
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3 T
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c 173
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73
0.02 4 | Finance income ——o—— Intermediated assets L1

1880 1900 1920 1940 1960 1980 2000
FIGURE 2. FINANCE INCOME AND INTERMEDIATED ASSETS OVER GDP

Notes: Both series are expressed as a share of GDP, excluding defense spending. Finance
income is the domestic income of the finance and insurance industries, i.e., aggregate income
minus net exports. It is available from 1880 to 2012. Intermediated assets include debt and
equity issued by nonfinancial firms, household debt, and various assets providing liquidity ser-
vices. Data range for intermediated assets is 1886-2012.

(Philippon (2015).) Are we getting 4x better value per GDP from the financial
services industry than in 18807
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https://www.aeaweb.org/articles?id=10.1257/aer.20120578

Pain Points of TradFi

Will innovations like Venmo fix this?

Source

venmo

We're reaching out to let you know that as of July 1, 2024, transaction fees
for receiving payments tagged by the sender as a goods and services
purchase will change to 2.99% per transaction.

This change won't affect fees for receiving payments into business or
charity profiles, which remain at 1.9% + $0.10 for Venmo-to-Venmo
transactions. View our fees. Eligible goods and services payments are
covered by Venmo Purchase Protection.

If you have questions, get in touch with us.

Thank you for choosing Venmo.
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https://twitter.com/AnthonyLeeZhang/status/1407551975684775943/photo/1

Pain Points of TradFi

Will Venmo fix this?

Figure 1: Illustration of payment flows in a payment network.

Network

Interchange

7 Issuer

Rewards | 1.30

Purcha:
'urchase C

T
100 onsume:

Merchant Discount | 2.25

Merchant
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Pain Points of TradFi

Will Venmo fix this?

“This paper compares the relative merits of regulating prices versus
increasing competition in U.S. payment markets ... merchants in
the U.S. typically charge consumers the same price for different
payment methods ... Price coherence incentivizes networks to
charge high merchant fees to fund consumer rewards ... High
credit card rewards inflate retail prices for all consumers while
encouraging excessive credit card use ... There are large gains from
either capping credit card merchant fees or uncapping debit card
merchant fees, whereas encouraging competition is harmful
[because it will re-create the forces that caused over-use of credit
cards].”

Wang (2024) says No (do we agree?)
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https://luluywang.github.io/PaperRepository/payment_jmp.pdf

Pain Points of TradFi

Justice?

INSIDER [ —Y

[
o

Canada says it will freeze the bank accounts of 'Freedom
Convoy' truckers who i their anti
blockades

+ Canada says it wil feezo the bank accounts oftruckers who
continue to form "Freedom Convoys."

- OnMonday, Prime Miniter Justin Trudeau declared  national
emergency o combat the protests.

- Canadian truckers have been protesting vaccine mandates for
weeks by blocking sreets and bridges.

Source 1 and source 2
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https://www.businessinsider.com/trudeau-canada-freeze-bank-accounts-freedom-convoy-truckers-2022-2
https://www.paypalobjects.com/marketing/ua/pdf/US/en/acceptableuse-full-110322.pdf

Pain Points of TradFi

Justice?

Prohibited Activities
ou may ot use the PayPal servie fo acivtes tha;

vilate any l

statute, ordinance or regulaton.

Substances or ther products tht present ik to consumer <afety. (b) dru
bercal ‘ faciliate or

virual goods, () the promosion of hate, volence, acalor ther orms of
inolrance that s tinaoryor e Snancil xpltaion o e, () fems
() ierns that infinge or

idemat,right o pblisty or rivacy o any o propricry ight e rihe
oo o, ) cor )

or s, o O omtiin
epon ot e e s ol b

vilatonf aplble . ) spprt i s pov e, i
programs, other "ge i < or certain mult-level marketing
s ) e e s o o o ey et -
aveysystems, ol o bakin amsatons o e or rftanes debs
i i

transactions o insurance activitis.or ) invole offeing or receving payments
for the purpose of ribry or cormaption.
4

v augh kcood of b Fdolnt

that,in PayPal’ s discrtion, obscene, aras
shicion umawm.,.,n-)ﬂ—-r—'w—a*—m Tpvet mudty. sexT o other

st PR gl pepite el ool ety

sigion,
sl or

i, o other poprictary i o vy g o 3 e et e o
publica

having obtsined said spproval.

Source 1 and source 2
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https://www.businessinsider.com/trudeau-canada-freeze-bank-accounts-freedom-convoy-truckers-2022-2
https://www.paypalobjects.com/marketing/ua/pdf/US/en/acceptableuse-full-110322.pdf

Pain Points of TradFi

Access

Tiniest bit of personal opinion

I'am in favor of discouraging offensive wars, but know the financial system
to be a very blunt instrument for expressing society's preferences. In
particular, while the global financial system and the governments giving
them instructions have not actually banned the usage of oligarchs’ wealth
prior to now, they have already given many ordinary Russians (and
ordinary Ukranians!) severe difficulties doing things we expect to be utterly

routine for law-abiding members of society.

Without divulging any professional confidences, in the wake of the 2014
invasion of the Crimean Peninsula many U.S. banks decided to stop serving
customers with Ukrainian passports. No one explicitly made the decision
"Your nation got invaded, so you should have less access to financial
systems half a world away. This is a natural and just outcome in a

democratic society.”

It flowed indirectly through “The Crimea now poses a heightened risk of
money laundering”, "We lack the ability to discriminate between the
Crimea and the rest of Ukraine”, “We care a lot more about not facilitating
money laundering than we do about our infinitesimal Ukraine business so
Ukraine is going on the High Risk Country list, “Sorry, you have citizenship
from the High Risk Country list, accordingly I'm not allowed to open this
account for you. This is a commercial decision of the bank and will not be

reversed.”

Source: Bits About Money on international transfers
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https://bam.kalzumeus.com/archive/moving-money-internationally/

Pain Points of TradFi

Other Issues with Tradfi

High entry costs, low competition
Out-dated infrastructure, lack of composability

Crashes, fragility, systemic risk

Opacity, politicization
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Promise of DeFi

© Promise of DeFi
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Promise of DeFi

Decentralized Finance: The Vision

Simple,
Low-cost and competitive,

Just and non-discretionary,

Always at the technological frontier,

o

o

o

@ Accessible,
o

@ Transparent, and
o

Trustlessly safe by design
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Promise of DeFi

DeFi has leveled off at ~ $100B

TVL (total value locked) across multiple Decentralized Finance (DeFi)
blockchains from April 2018 to February 17, 2025 (in billion U.S. dollars)

llars.

ocked (TVL) in

tal Value L

S8 S S E IS I IS I I TLLLELS LSS
¢o% S P o DB & O o OB oS P éo% PSR SE RN
1 3 (S 1 3 (S 1 SSaRUN

B B o K B o e K S e e e s T S e

P atistaz |

Source Additional Information:
DefiLla Worldwide; April 2018 to February 17, 2

Source
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https://www.statista.com/statistics/1272181/defi-tvl-in-multiple-blockchains/

Promise of DeFi

But remains small compared to TradFi..

DeFiwould

represent the
3istlargest US
bank by total ™
assets under
management

DeFi-TotalVakue Locked
soT s 21 sat

Source
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https://twitter.com/AnthonyLeeZhang/status/1564372656610230279/photo/1

Promise of DeFi

Defi Contracts...

O Product Solutions

Pricing

Uniswap Labs

([ Overview ] Repositories 72 [ Projects 2

Pinned

B v3-core  public
@ 7 2 Core smart contracts of Uniswap v3

@Typescript  Yr3k %15k

& interface  public
¥ An open source interface for the Uniswap protocol

@Typescript  T¥37k % 35k

[ v2-core  Public
# Core smart contracts of Uniswap V2

@ Typescript  Yr2ik ¥ 23k

Source

Web3 infrastructure and products

A2k followers @ Ethereum ¢ https://uniswap.org W @Uniswap [ support@uniswap.org  ( Verified )

@ Packages A People 14

[ v3-periphery  public
W 7 2 Peripheral smart contracts for interacting with Uniswap v3

@ Typescript Y813 % 625

B v3-sdk ' public
% An SDK for building applications on top of Uniswap V3

@ Typescript ¥ 400 % 268

[ v2-periphery  public
# Peripheral smart contracts for interacting with Uniswap V2

@solidity Yres2 ¥ i3k
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https://github.com/Uniswap

Promise of DeFi

Defi Contracts...

O Product v Solutions v Open Source v Pricing

& Uniswap / v3-core Public

<> Code (@ lssues 16 19 Pullrequests 1 Actions @ Security | Insights

# main - P 3branches © 13 tags Go to file m

Q@' marktoda and lint-action feat: add stale config (#571) . v 124902 onJul 13 91,002 commits
B github feat: add stale config (#571) 3 months ago
m audits add tob audit 2years ago
B contracts Dual license under GPL or BUSL (#557) 5 months ago
» otest change how we get wallets for testing against external nodes 16 months ago
O gitattributes add prettier 3 years ago
O .gitignore big test infra upgrade (hardhat + typechain) 2 years ago
O prettierrc add prettier 3 years ago
O solhintjson pretier + solhint 2 years ago
D yamr ignore scripts 2 years ago
[ LICENSE add LICENSE and make associated changes (#433) 2 years ago
D README.md Dual license under GPL or BUSL (#557) 5 months ago
O bug-bounty.md add tob audit 2 years ago
) echidna.configyml more robust price math testing + add incomplete pair echidna test (#98) 2 years ago

Source
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Promise of DeFi

Critical questions for DeFi

@ What is the classic finance question being solved?

@ How does the structure of blockchain tech influence the
answer?

@ What weaknesses of tradfi do these applications address and
improve on?

@ What new weaknesses are introduced?

@ What kinds of promises that couldn’'t be made, now can be

made, thanks to blockchain technology?
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Promise of DeFi
Proof of Stake

@ Originally, ETH mining proof-of-work, similar to BTC

@ On Sept 15 2022, ETH switched to proof of stake — called
“The Merge”

@ Reduced energy consumption by over 99%!
@ Users deposit (“stake”) 32 ETH into a special smart contract

@ Stakers randomly selected (prop. to stake) to propose new
blocks

o If a staker is caught trying to do "bad things" (e.g. propose 2
inconsistent blocks), they are “slashed”: staked ETH is
removed by smart contract

@ Most newer blockchains (SOL, LUNA, AVAX) use
proof-of-stake
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Promise of DeFi

Staking is Very Concentrated!

ETH Stakers
Ordered by Amount Staked

\\\\

=
.

Lido® =
Unidentifiec
Coinbase @
Binance
Kiln @
Figment
Rocket Pool ®
Kraken @
Staked.us @
Bitcoin Suis @
Mantle ®
etherfi
OKX ®
18.1% stakefish ®
Upbit @
DARMA Cap @
P2P.org @
Blockdaem« @

® @hildobby swell % 5
Source: Dune. Lido is itself a decentralized protocol.
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Promise of DeFi

Staking is Very Concentrated!

ETH Stakers
Ordered by Amount Staked

# Entity Category ETH Staked Validators Marketshare 1WA
1 Lido Liquid Staking 9,818,140 307k 31.2% 0%
2 Coinbase CEXs 4,433,345 o 139k 14.1% 1%
3  Binance CEXs 1,219,360 @ 38k 3.9% -9%
4 Kiln Staking Pools 1,081,056 @ 34k 3.4% 3%
5 Figment Staking Pools 992,096 @ 31k 3.1% 1%
6 Rocket Pool Liquid Staking 838,007 @ 26k 2.7%  -1%
7  Kraken CEXs 779,009 @ 24k 2.5% 0%
8 Staked.us Staking Pools 620,668 € 19k 2.0% 5%
9 Bitcoin Suisse CEXs 540,438 ¢ 17k 1.7% 0%

Source: Dune. Lido

is itself a decentralized protocol.
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Promise of DeFi

ETH L2s

ETH is getting expensive! One set of solutions is rollups (also
called L2's). Idea:
@ Put our ETH, tokens, etc. in a “smart contract pot” (L2
bridge)
@ People do transactions (smart contract, etc.) using funds in
the pot, without doing anything on “main chain”
@ Transactions are periodically batch settled
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ETH is getting expensive! One set of solutions is rollups (also
called L2's). Idea:
@ Put our ETH, tokens, etc. in a “smart contract pot” (L2
bridge)
@ People do transactions (smart contract, etc.) using funds in
the pot, without doing anything on “main chain”
@ Transactions are periodically batch settled
@ Need to guarantee whatever happens on “rollup” is exactly
what would happen on ETH main chain! Two methods:

o Optimistic rollup (Optimism, Arbitrum, Coinbase Base): Can
“challenge” L2 transactions, will (essentially) run on L1 if
challenged

o ZK-rollup (zkSync, StarkWare, Polygon): “Zero-Knowledge"
(ZK) proofs of valid transactions are periodically added to the
main chain in batches. More expensive than Optimistic, but
fully trustless.

e Currently, Optimistic is more popular
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Promise of DeFi

ETH L2s

@€ Summary © Valuelocked @ RiskAnalysis B¢ Liveness & Finality

Value Locked

2019 Nov 15 - 2024 Feb 29

Source: L2beat
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ETH L2s

Showrollupsonly  Selecttype v Selectstack \/  Selectstage v Select purpose \/

& Active projects (@) Upcoming projects (38 & Archived projects (i Layer 3 projects (4

NAME Risks @ < TvPE @ STAGE @ PURPOSE @ < ToTAL @ MKT SHARE @

Arbitrum One O Q'. Optimistic Rollup @ Universal $13.808 - 9.24% 25.42%

OP Mainnet O " Pr—— | Universal $7.80B - 5.67% 25.66%

Manta Pacific O e Optimium & Universal $1.87B 6.16%
Starknet 2K Rollup @ Universal $1.268 4.15%
Base O Optimistic Rollup B8 Universal $996M - 18.03%
Metis O Optimium @ Universal $879M - 22.70%
zkSync Era O ZK Rollup #* Universal $803M - 22.17%
Mantle O Optimium @ Universal $763M - 13.89%
dYdXv3 O ZK Roliup ¥ Exchange $339M - 13.86%

Linea @ ZK Rollup @© universal $322M - 29.24%

Source: L2beat
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Promise of DeFi

Optimistic Rollup with Arbitrum

Ethereum is awesome, but it has its limitations. The Ethereum Blockchain can handle only about 20 to 40
transactions per second (TPS) for all users. Once it reaches this limit, users must compete for space to have their
transactions included, increasing fees.

Arbitrum Rollup solves this issue! Here's how it works: an Arbitrum Rollup Chain acts as a submodule within
Ethereum. Unlike regular Ethereum transactions, we don't need Ethereum nodes to handle every Arbitrum
transaction. Instead, Ethereum takes an "innocent until proven guilty" stance with Arbitrum. Initially, the Parent
chain assumes that actions on Arbitrum follow the rules. If there is a rule violation (like someone claiming, "Now |
have all of your money"), that claim is challengeable on the parent chain. In this case, we can prove fraud, disregard
the invalid claim, and penalize the guilty party. This ability to investigate and confirm fraud on the parent chain is
Arbitrum's main feature and explains why it benefits from Ethereum's security.
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Promise of DeFi

Analogy to Paper Checks

Has anyone ever paid with a paper check at the grocery store?
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Promise of DeFi

Analogy to Paper Checks

Has anyone ever paid with a paper check at the grocery store?
This used to be common!

Your check would be assumed good until proven otherwise.
Knowingly writing bad checks is a felony!

Arbitrum works similarly: you are given the benefit of the doubt,
but punished severely for betraying the trust offered you by the
system.
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Promise of DeFi

Welcome! Today is Wednesday, October 1st!

Office Hours this week will be by appointment over Zoom.
Contrary to what | said verbally on Monday, the Midterm is in fact
October 15, not Oct 13.
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Promise of DeFi

Mango Markets vs. FTX

Q: Why did Mango Markets fail?
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Promise of DeFi

Mango Markets vs. FTX

Q: Why did Mango Markets fail?

A: Avraham Eisenberg manipulated the perceived price of his
collateral in order to take out and default on large loans.

Q: Why did FTX fail?

A: FTX used its customers’ funds in a totally different way than
they claimed. They were able to hide it because FTX did not use
transparent smart contracts.
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Promise of DeFi

Weakness of DeFi: Miner Extractable Value

To have your (valid) transaction accepted onto the chain, you
must bribe a miner (/staker) to include it in their block.

Since each block can only contain a limited number of transactions, block producers have full autonomy in
selecting which pending transactions in the mempool—the location block producers store unconfirmed
transactions off-chain—they will include in their block. While block producers by default order transactions
by the highest gas price (transaction fee) in order to maximize their profits, this is not a requirement by the
network. As a result, block producers can extract additional value by taking advantage of their ability to
arbitrarily reorder transactions, creating what is known as maximal-extractable value (MEV).

Transactions can be “sniped”! If | see you submit a transaction

and know it's guaranteed to net $1, | can bribe miners up to $1 to
copy your trade and execute it before you!
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Promise of DeFi

Miner Extractable Value and Slippage

The Blockchain is a highly adversarial environment.

@ See Dan Robinson, Georgios Konstantopoulos, Ethereum is a
“Dark Forest”

See Flash Boys 2.0

Transaction ordering matters! Miners have power over this
Flashbots quite dominant player in this space protocol-wise
Many very profitable “MEV funds”, like crypto HFTs.

MEV tracks demand for immediacy
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Promise of DeFi

Miner Extractable Value and Slippage

The Blockchain is a highly adversarial environment.

@ See Dan Robinson, Georgios Konstantopoulos, Ethereum is a
“Dark Forest”

See Flash Boys 2.0

Transaction ordering matters! Miners have power over this
Flashbots quite dominant player in this space protocol-wise
Many very profitable “MEV funds”, like crypto HFTs.
MEV tracks demand for immediacy

It is called slippage when your order is filled at a worse price
than what was quoted

See here
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Promise of DeFi

Avoiding Slippage

To avoid front-runners and slippage, you can

@ Use a protocol that supports setting a slippage tolerance: your
order is canceled if the price change exceeds your tolerance
setting

@ Paying a higher gas fee to prioritize your transaction

@ Route your orders through an alternative L2 that polices
front-runners

@ Use a protocol like Arbitrum TimeBoost
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Lending Protocols

© Lending Protocols
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Lending Protocols

Collateralized lending

Collateralized lending in tradfi:
@ Houses =— mortgages
o Cars = auto loans
@ Stocks = margin loans
@ Firms = equipment, real estate, etc. collateralized loans
°

Bonds = repo loans
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Lending Protocols

Collateralized Debt in Tradfi

@ | want to buy a house for $400k, but don't have all the $$

o | tell a bank: “lend me $200k; I'll pay you back $250k; if |
don’t, you get the house”

o Key is, the bank only needs to believe that the house is worth
over $250k

@ Collateral provides safety to lenders, making them willing to
lend me more
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Lending Protocols

Collateralized Debt in Tradfi

| want to buy a house for $400k, but don't have all the $$

| tell a bank: “lend me $200k; I'll pay you back $250k; if |
don’t, you get the house”

Key is, the bank only needs to believe that the house is worth
over $250k

Collateral provides safety to lenders, making them willing to
lend me more
o IRL, what happens if house price falls below $300k?

o Safe collateral (e.g. U.S. treasuries) doesn't face this risk!
o No design is necessarily better or worse: someone has to hold
the risk, just a question of who is best suited to bear it
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Lending Protocols

Margin Calls

@ A much better finance movie than The Big Short
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Lending Protocols

Margin Call: Example

@ | put in $10,000 to buy $20,000 of stock with a maintenance
margin of 30%". The margin is (my equity / the total
position), so 50% initially. | am in compliance because 50%
exceeds 30%.

o The broker lends me the other $10,000

'FINRA minimum is 25%
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position), so 50% initially. | am in compliance because 50%
exceeds 30%.

o The broker lends me the other $10,000

@ The value of the stock drops to $14,000

e My equity is now $14,000 - $10,000 = $4,000

e My margin is now $4,000/$14,000 = 28%
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Lending Protocols

Margin Call: Example

@ | put in $10,000 to buy $20,000 of stock with a maintenance
margin of 30%". The margin is (my equity / the total
position), so 50% initially. | am in compliance because 50%
exceeds 30%.

o The broker lends me the other $10,000
The value of the stock drops to $14,000
My equity is now $14,000 - $10,000 = $4,000
My margin is now $4,000/$14,000 = 28%
My broker makes a margin call: | need to deposit $200 to
bring my margin back up to the required 30%

'FINRA minimum is 25%
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Lending Protocols

Margin Call: Example

@ | put in $10,000 to buy $20,000 of stock with a maintenance
margin of 30%". The margin is (my equity / the total
position), so 50% initially. | am in compliance because 50%
exceeds 30%.
o The broker lends me the other $10,000
The value of the stock drops to $14,000
My equity is now $14,000 - $10,000 = $4,000
My margin is now $4,000/$14,000 = 28%
My broker makes a margin call: | need to deposit $200 to
bring my margin back up to the required 30%
@ This happens because the collateral is the stock itself, which
has uncertain value

o If | refuse to meet the margin call, the broker liquidates my
position: He sells the stock to make himself whole. He pays

me back what's left of my equity, locking in my loss.
LFINRA minimum is 25%
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Lending Protocols

Defi Collateralized Lending

@ Collateralized lending requires:

@ System for collateral custody
@ System for evaluating collateral value and “margin calls”

@ Defi good at 1., can have a “collateral pot” smart contract
@ Defi less good at 2. (See Mango Markets)!
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Lending Protocols

Aave (Finnish for “Ghost")

@ Deposit $150 of ETH into Aave

@ Aave allows you to borrow up to $150 x (1 — margin) of other
tokens
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Lending Protocols

Aave (Finnish for “Ghost")

@ Deposit $150 of ETH into Aave
@ Aave allows you to borrow up to $150 x (1 — margin) of other

tokens

e Where do other tokens come from?
o Others are lending into Aave to borrow other tokens

o If ETH price falls, so collateral worth $100, if loans more than
$100 x ~y, borrower choices:

o Add more collateral (“margin call”)
o Reduce leverage (pay back loans)
e Liquidate collateral
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Lending Protocols

Aave (Finnish for “Ghost")

@ Deposit $150 of ETH into Aave
@ Aave allows you to borrow up to $150 x (1 — margin) of other
tokens
e Where do other tokens come from?
o Others are lending into Aave to borrow other tokens
o If ETH price falls, so collateral worth $100, if loans more than
$100 x ~y, borrower choices:
o Add more collateral (“margin call”)
o Reduce leverage (pay back loans)
e Liquidate collateral
e With a sufficiently strict smart contract that can liquidate
quickly, this protocol should never lose money
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Lending Protocols

Aave Rates

Lenders in Aave play the role of “brokers”, earning yield:

Assets to supply Hide — Assets to borrow Hide —
@ Toborrow you nest to supply any asset o b used a5 collatral

Show assots with O balance

pasets valesbalance e Gan e colster Assets Aitable AP, variablo AP, stable

4 em 1 Toe% v supny RN o - N st
© vsoc o5 ossx v supnry R o o e i

BUSD 009% - Details © 17 _ Detaits
oal o078% v CED cusp 181% - Detaits
@ o 050% - BEELD € wso 240% 3% Details
cusp 058% - Details © = aa7% _ Detaits
© wo 0.96% - FEED O o 230% 3% Details
© s 233% - CED © uvsoe 217% 1060% Details
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Lending Protocols

Who uses Aave?

Why would you lend to Aave?

@ Have many tokens but few opportunities, want returns
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Lending Protocols

Who uses Aave?

Why would you lend to Aave?
@ Have many tokens but few opportunities, want returns

Why would you borrow from Aave?
@ Have few tokens but many opportunities, want leverage

o Leverage: hold $100 of assets with only $50 of cash
o Mortgages, margin buying...
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Lending Protocols

Who uses Aave?

Why would you lend to Aave?
@ Have many tokens but few opportunities, want returns
Why would you borrow from Aave?

@ Have few tokens but many opportunities, want leverage
o Leverage: hold $100 of assets with only $50 of cash
o Mortgages, margin buying...

@ Need tokens for some utility function
e Borrow tokens to vote on governance proposals?
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Lending Protocols

Rate Setting on Aave

@ Aave interest rates based on utilization:

Total Borrowed
Total Lent

@ Interest rate is higher when U is higher
@ When lots of people want to borrow, what happens?

U=
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Lending Protocols

Rate Setting on Aave

@ Aave interest rates based on utilization:

Total Borrowed
Total Lent

@ Interest rate is higher when U is higher

@ When lots of people want to borrow, what happens?
e U increases, decreasing borrowing, increasing lending
e Pool equilibrates at a larger size, possibly higher rate
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Lending Protocols

Rate Setting on Aave

@ Aave interest rates based on utilization:

Total Borrowed
Total Lent

@ Interest rate is higher when U is higher

@ When lots of people want to borrow, what happens?
e U increases, decreasing borrowing, increasing lending
e Pool equilibrates at a larger size, possibly higher rate

@ When few people want to borrow, what happens?

U=
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Lending Protocols

Rate Setting on Aave

@ Aave interest rates based on utilization:

Total Borrowed
Total Lent

@ Interest rate is higher when U is higher

@ When lots of people want to borrow, what happens?
e U increases, decreasing borrowing, increasing lending
e Pool equilibrates at a larger size, possibly higher rate

@ When few people want to borrow, what happens?
e U decreases, decreasing lending, increasing borrowing
e Pool equilibrates at a smaller size

U=
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Lending Protocols

Rate Setting on Aave

@ Aave interest rates based on utilization:

Total Borrowed
Total Lent

@ Interest rate is higher when U is higher

@ When lots of people want to borrow, what happens?
e U increases, decreasing borrowing, increasing lending
e Pool equilibrates at a larger size, possibly higher rate

@ When few people want to borrow, what happens?
e U decreases, decreasing lending, increasing borrowing
e Pool equilibrates at a smaller size

@ When some lenders need to withdraw, what happens?
o U increases, so remaining lenders have incentive to stay in pool
o New lenders higher incentive to join pool
e Borrowers have incentives to scale down

U=

See Aave website
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Lending Protocols

The Defi Fixed Income Ecosystem

Borrowing/lending protocols imply there is now an ecosystem of
fixed income strategies available in defi:

Pure borrow/lend (Aave, Compound)

@ Stablecoin market making (Curve, Convex)
@ Clones/variants on other chains besides ETH
°

Frontiers: uncollateralized lending, fixed rates...
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Lending Protocols

Fractional Reserve Banking with Infinifi

infinifi.xyz
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Lending Protocols

Fractional Reserve Banking with Infinifi

Fractional reserve banking/ Maturity transformation in DeFi

Will this work without deposit insurance?
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Lending Protocols

Fractional Reserve Banking with Infinifi

Fractional reserve banking/ Maturity transformation in DeFi

Will this work without deposit insurance?

@ My prediction: This protocol is vulnerable to bank runs.
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Lending Protocols

Uncollateralized lending relies on Reputation

ledgerscore
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Lending Protocols

Web3 I|dentity

@ What's in a physical wallet?
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Lending Protocols

Web3 Identity

@ What's in a physical wallet?
o Cash, credit cards, and identity cards!
An ID card is an item which:

e Proves who you are (student, gym member...)
o Gives you certain rights (discounted tickets, gym access...)

ID cards are not transferrable!l

We can create web3 ID cards through non-transferable tokens

May 2022 Weyl-Ohlhaver-Buterin paper: soulbound tokens as
the basis of web3 identity
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Lending Protocols

Project Ideas: SBTs and Web3 Ildentity

Identity very young, essentially no apps yet, so a good area for
class projects! Many taken from WOB paper
@ What are good SBT use cases?
e Diplomas? Employment history?
e “Social credit scoring”? Rewards for good deeds?
e Some examples: Otterspace, Disco.xyz, Lens, and others
@ How should SBTs work?
e Who gets to bestow SBTs?
e Who gets to remove SBTs? Privacy? “Scarlet letter” SBTs?
e How do we solve “walking away from my soul”?
@ In a world where SBTs are ubiquitous, what functions are
enabled that can't exist yet?
e SBT-based uncollateralized lending?
e SBT-ML and recommendation filtering?
e SBT-gated social organization? Private clubs? Dating apps?
@ More broadly, what are some implications of “native

composability” that the world hasn't realized yet?
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Lending Protocols

Native Composability

@ Web3 (DeFi) gives us native composability

@ In web2, app functions and data are closed by default

o Facebook, Google, Twitter have internal functions, data...

e But can't access each other’s data + functions, unless they
specifically build APls to do so

o If Google doesn't want your app to “plug into” Google maps,
hard for you to do so
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Lending Protocols

Native Composability

@ Web3 (DeFi) gives us native composability

@ In web2, app functions and data are closed by default

o Facebook, Google, Twitter have internal functions, data...

e But can't access each other’s data + functions, unless they
specifically build APls to do so

o If Google doesn't want your app to “plug into” Google maps,
hard for you to do so

@ In web3, app functions + data are open by default!

e Very hard for Uniswap to “stop” your app from calling
Uniswap functions!
o All data is on chain: everyone can see every app’s datal!
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Lending Protocols

Native Composability

@ Web3 (DeFi) gives us native composability

@ In web2, app functions and data are closed by default
o Facebook, Google, Twitter have internal functions, data...
e But can't access each other’s data + functions, unless they
specifically build APls to do so
o If Google doesn't want your app to “plug into” Google maps,
hard for you to do so

@ In web3, app functions + data are open by default!

e Very hard for Uniswap to “stop” your app from calling
Uniswap functions!
o All data is on chain: everyone can see every app’s datal!

@ Harder to construct “walled garden ecosystems”, lower
barriers to entry + less incumbent advantage

See "Appendix: Composability” in Saffron Huang's post here
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Lending Protocols

Faster Horses?

% Paul Graham &

v

These early railway carriages are a good illustration of
how much old stuff gets dragged along into the first
versions of new things. At first even the inventors of
trains couldn't think of them as more than sequences
of linked horse carriages.

56 /85



Lending Protocols

Interest Rates in Traditional Finance
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Lending Protocols

Interest Rates in Defi
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Lending Protocols

| borrow $400k against my $500k house
o Ideal case: | pay back $400k, live in my house

@ Non-ideal: | can't make payments, bank sells my house and
keeps $400k

o Safety of bank’s mortgage debt depends on how well they can
“liquidate collateral”

@ How does a smart contract play the role of the bank in
liquidating collateral?
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Lending Protocols

Ideal Liquidation

@ Suppose you borrow $100 USD against $150 of ETH

@ ETH price drops to be worth $149, so your position must be
liquidated

@ “ldeal” procedure:

e Protocol detects that ETH price dropped, your position is
insolvent
e Protocol sells ETH to pay down your debt

@ Is this possible?

60/85



Lending Protocols

Ideal Liquidation

@ Suppose you borrow $100 USD against $150 of ETH

@ ETH price drops to be worth $149, so your position must be
liquidated

@ “ldeal” procedure:
e Protocol detects that ETH price dropped, your position is
insolvent
e Protocol sells ETH to pay down your debt
@ Is this possible?
@ Requires:

e An Oracle to tell it relevant prices

e Either a human in the loop or a replenishing supply of gas to
continually check prices and liquidate as necessary

e Someone to whom to sell the ETH
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Lending Protocols

Liquidation in Practice: Sale Mechanism

o Sell to AMM?
e Large order, may move prices too much

@ Sell to humans? How?
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Lending Protocols

Liquidation in Practice: Sale Mechanism

@ Sell to AMM?

o Large order, may move prices too much
@ Sell to humans? How?

e Aave/Compound: fixed price, below current oracle price, see
risk parameters
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Lending Protocols

Liquidation in Practice: Sale Mechanism

o Sell to AMM?
o Large order, may move prices too much
@ Sell to humans? How?

e Aave/Compound: fixed price, below current oracle price, see
risk parameters

o Fast, safe, but potentially leaves a lot of money on the table
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Lending Protocols

Liquidation in Practice: Sale Mechanism

o Sell to AMM?
o Large order, may move prices too much
@ Sell to humans? How?

e Aave/Compound: fixed price, below current oracle price, see
risk parameters

o Fast, safe, but potentially leaves a lot of money on the table
@ Maker: collateral sold in descending auction
o Slower, but very likely to get more money
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Lending Protocols

Risks: Oracle Risk

@ Unlike AMMs, collateralized lending systems require
oracle inputs for prices

@ Risk factor: if oracle gets manipulated, lending system is at
risk!
@ How would you attack Aave through oracle manipulation?
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Lending Protocols

Risks: Oracle Risk

@ Unlike AMMs, collateralized lending systems require
oracle inputs for prices

Risk factor: if oracle gets manipulated, lending system is at
risk!
@ How would you attack Aave through oracle manipulation?

@ Deposit $100 Xtoken as collateral

@ Manipulate oracle, make Aave think $100 Xtoken is worth
$100,000

© Borrow $50,000 USDC against your Xtoken

@ Default: you've just traded $100 Xtoken for $50,000 USDC!

See here for other examples of oracle attacks

Chainlink is the main oracle provider

o Uses off-chain data! lronic, as it's more “principled” to use
on-chain data
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Lending Protocols

Alleviating Oracle Risks?

Liquidation Bonds: While a loan’s eligibility to be liquidated is determined formulaically by the
contract, no actual liquidation will occur unless an external user triggers one. In order to trigger a
liquidation this user must pledge a liquidation bond. A liquidation bond is effectively a bet, with
a payoff curve similar to a short put option spread (effectively a bet that the bidders in the dutch
auction will place bids below the Neutral Price of the loan, see 7.3.1 Determining the Neutral
Price), on the outcome of a pay-as-bid dutch auction for the collateral. This mechanism
encourages fair outcomes by imposing a penalty on spurious liquidations. While there is no
endogenous incentive to spuriously liquidate a borrower in Ajna, this introduces an overt
disincentive to liquidate loans that are well collateralized with respect to the market price of the
collateral (as well as an incentive to liquidate loans that are comparatively undercollateralized).

Source: Ajna protocol
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Lending Protocols

Alleviating Oracle Risks?

Liquidation Bonds: While a loan’s eligibility to be liquidated is determined formulaically by the
contract, no actual liquidation will occur unless an external user triggers one. In order to trigger a
liquidation this user must pledge a liquidation bond. A liquidation bond is effectively a bet, with
a payoff curve similar to a short put option spread (effectively a bet that the bidders in the dutch
auction will place bids below the Neutral Price of the loan, see 7.3.1 Determining the Neutral
Price), on the outcome of a pay-as-bid dutch auction for the collateral. This mechanism
encourages fair outcomes by imposing a penalty on spurious liquidations. While there is no
endogenous incentive to spuriously liquidate a borrower in Ajna, this introduces an overt
disincentive to liquidate loans that are well collateralized with respect to the market price of the
collateral (as well as an incentive to liquidate loans that are comparatively undercollateralized).

Source: Ajna protocol
Put simply: Ajna makes loans that fail margin eligible for liquidation. A human

must always “pull the trigger”, and that human is penalized ex-post if the
collateral turns out to be good after all (a “spurious liquidation”).
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Lending Protocols

Welcome! Today is Wednesday, October 8

Homework 3 is due Monday. Some students have observed that
Uniswap defaults to a high gas fee — this can be changed in the
transaction settings.

Also for Monday: read “In Praise of Ponzis" by Dror Poleg:
https://www.drorpoleg.com /in-praise-of-ponzis/

The second and final Midterm Exam is Wednesday, October
15. The Practice Midterm is on Canvas. The practice answer key
will be revealed on Friday.
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Lending Protocols

In the News: Key Cybersecurity Law Expires

CISA 2015 Has Sunset. Now
What?

Congress failed to renew the Cybersecurity Information Sharing Act of 2015 before its

expiration despite broad bipartisan support. Companies must assess their eyber threat
intel sharing relationships and mitigate legal risks.

By MichaelT. Borgia
10.02.25
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Lending Protocols

What does this mean?

@ A patchwork of federal and state laws restrict companies’
ability to share data. Two main concerns:

e Privacy: companies may compromise the privacy of their users
by sharing data
e Antitrust: companies who share data may be accused of
colluding to raise prices instead of competing in the free market
@ From 2015 to 2025, companies had safe harbor to share data
concerning cybersecurity threats with each other and the
federal government

@ With this protection gone, companies may stop sharing
information with each other.
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Lending Protocols

In the News: Arc White Paper

Abstract

Arc is a purpose-built, EVM-compatible Layer-1
blockchain advancing the frontier of stablecoin fi-
nance and tokenization. It features USDC as native
gas, deterministic settlement finality, opt-in privacy,
and a stable transaction fee architecture. Optimized
for stablecoin-native use cases, such as global pay-
ments, FX, and capital markets, Arc serves as a foun-
dational settlement layer for programmable money
on the internet.

e Circle, the issuer of USDC (#2 largest stablecoin),
encourages developers to ditch Ethereum for Arc
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Lending Protocols

In the News: Arc White Paper

Why denominate gas fees in USDC (Circle's USD stablecoin)?
My inbox yesterday:

Coinbase Inbox Price alert: Ethereum (ETH) is down \ -4.99% - 11:57 AM

Coinbase Inbox Price alert: Ethereum (ETH) is up /* +5.02% - h Oct 6

68/85



Lending Protocols

In the News: Arc White Paper

Circle’s Philosophy: “It is built on the conviction that the future
of finance and commerce is not a wholesale replacement of the old,
but a synthesis of the new and the established: the
programmability of smart contracts with the enforceability of law
(i.e., GENIUS Act); the efficiency of blockchain with the stability
of fiat-backed currency; and the transparency of public ledgers with
the privacy required for commercial transactions.”
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Lending Protocols

In the News: Arc White Paper

@ “Arc will rely on a permissioned, Proof-of-Authority (PoA)
validator set composed of a limited number of known,
established, and geographically distributed institutions held to
high standards of accountability and operational guarantees.”

@ The Arc project gives up on decentralization and gives up
on value appreciation in order maximize its utility and
stability for the current, existing financial system.

@ Giving up on value appreciation is a big deal! Early adopters
cannot capture the value of the future adoption that they
encourage.
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Lending Protocols

Fire Sale and Contagion: a Vicioius Cycle

Recall the discussion of leverage (borrowing money) and
liquidations (e.g. a margin call).
@ Suppose price of ETH drops

@ People borrowing against ETH get liquidated, so ETH gets
sold

e This is called a fire sale
@ Selling pressure pushes down ETH prices..
@ Leading to more liquidations...

e This is called contagion
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Systemic Fragility

Systemic Fragility in Decentralized Markets

Alfred Lehar* Christine A. Parlour!
Haskayne School of Business Haas School of Business
University of Calgary UC Berkeley

July 16, 2022
Preliminary
Comments Welcome

Abstract

We analyze a unique data set of collateral liquidations on two Decentralized Finance
lending platforms — Compound and Aave. Such liquidations require arbitrageurs to repay
the loan in return for the dis sing Blockchain trans

observe if arbitragew itions out of their own inventory or obtain *
To repay flash loa diately sell the collateral asset. We
high frequency price impact of such liquidity trades on nine different decentralized exchanges.
Consistent with large block trades in equity markets there is a temporary and permanent
price impact of collateral asset sales in DeFi. We document the effect of these trades on
return distributions. Our work highlights the systemic fragility of decentralized markets.

Keywords: Decentralized Lending, Blockchain, Decentralized Finance, Systemic Risk

Source
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Lending Protocols

Flash Loans

Unlike traditional finance, transactions in defi are atomic:
either the whole tx finishes, or none of it does

Enables a cool trick called flash loans
You can borrow a very large amount of money, unsecured...
..as long as you pay it back in the same transaction!

If you can't pay back the money, tx fails, so you never
borrowed it in the first place!

Flash loans available from Aave, Compound..
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Triangular Arbitrage in Traditional Currency Markets

Citibank
$5,025,406 $5,000,000
End Start

$ Arbitrage profit
$25,406

Deutsche Bank
sPidg ¢ = 0.8171

Ba_rclays
SPidg ¢ = 1.4650

(%)

£ __ Exchange euros for pounds
<€

Crédit Agricole
£3,430,311 S = 1.1910 €4,085,500

(=)

The elimination of triangular arbitrage imposes strict limits on
bilateral exchange rates in frictionless markets: if Euros are
X/dollar, and Pounds are Y/dollar, Euros must be (X/Y)/Pound.
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Lending Protocols

Flash Loans: Consequences

@ In tradfi, arbitrage requires capital and infrastructure

e Hedge funds can do trades you can't
@ In DeFi, infrastructure accessible by default; flash loans
democratize capital
o If there are arbitrage opportunities, anyone can extract them!
e “Triangular arbitrage” becomes close to frictionless!
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Lending Protocols

Case Study: The Cream Finance Hack

@ Zhang writes about the CREAM finance attack

@ Attacker submitted a bundle of 20 transactions, borrowed a
billion dollars, made $130mil, paid $6,500 in gas fees!
@ Details complicated, but essentially:

o CREAM finance allows you to borrow collateralized, borrowing
amount determined by price oracle

o Attacker builds a large collateral + debt position through
“rehypothecation”

o Flash borrow $1.5bil, deposit in CREAM

e Manipulate price, to make CREAM think $1.5bil of collateral is
worth $3bil

o Borrow $2bil of ETH against collateral, worth only $1.5bil

o Default on collateral, keep $2bil in ETH, pay back $1.5bil flash
loan, keep $500mil ish in profit (actually only $130mil)
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Lending Protocols

Case Study: The Beanstalk Attack

@ Tweet thread on the Beanstalk attack
@ Beanstalk is an algo-stablecoin, holds collateral

o A stablecoin is a coin intended to trade always at $1
e An algo-stablecoin tries to do this without relying on the
regulated banking system (recall “Terra")

@ Governance done through equity tokens: majority token vote
approves any change
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Lending Protocols

Case Study: The Beanstalk Attack

Tweet thread on the Beanstalk attack
Beanstalk is an algo-stablecoin, holds collateral

o A stablecoin is a coin intended to trade always at $1
e An algo-stablecoin tries to do this without relying on the
regulated banking system (recall “Terra")

Governance done through equity tokens: majority token vote
approves any change

@ Does this sound like a good idea?
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Case Study: The Beanstalk Attack

Tweet thread on the Beanstalk attack
Beanstalk is an algo-stablecoin, holds collateral

o A stablecoin is a coin intended to trade always at $1
e An algo-stablecoin tries to do this without relying on the
regulated banking system (recall “Terra")

Governance done through equity tokens: majority token vote
approves any change

Does this sound like a good idea?

Attacker proposed: “send entire treasury to my address”
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Lending Protocols

Case Study: The Beanstalk Attack

Tweet thread on the Beanstalk attack
Beanstalk is an algo-stablecoin, holds collateral

o A stablecoin is a coin intended to trade always at $1
e An algo-stablecoin tries to do this without relying on the
regulated banking system (recall “Terra")

Governance done through equity tokens: majority token vote
approves any change

Does this sound like a good idea?

Attacker proposed: “send entire treasury to my address”

@ Flash borrowed a bunch of equity tokens, passed the proposal,
took all the money!

77/85


https://twitter.com/AnthonyLeeZhang/status/1515702276396130307

Lending Protocols

Flash Loans: Consequences

Consequences of flash loans:
@ “On-chain” price oracles (for collateral valuation, derivatives
settlement, etc.) very rarely used: often attackable

@ Hacky solution: just use Binance prices, imported through
Chainlink, instead

e Binance is a “traditional exchange” that holds on-chain assets
for you
o These have a "human in the loop”

@ Governance attacks rarer: beanstalk a unique case

@ The threat of "51% attacks” is why most modern protocols
do not operate on unconstrained democracy.
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Derivatives

@ Derivatives
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Derivatives

Derivatives

Derivatives are simply contracts that take the prices of other
contracts (or commodities) as inputs. Popular derivatives include:
@ Synthetics: | pay you the price of an asset X

e Exposed to counterparty risk!
o Clearinghouses are trusted intermediaries who mitigate
counterparty risk, e.g. by holding collateral

e Options: | pay you (the greater of 0 or) the price of a stock x
minus the strike price k at the expiration date ¢ (this example
is called a “call option”).

o Futures: | pay you the price of X at date ¢

@ X could be a price, an interest rate, a ratio of prices, let your
imagination go wild...
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Derivatives

@ Off-chain options on crypto fairly widely available: Binance,
Deribit, FTX..
Liquidity remains low (high bid-ask spread, volatile prices)

Many projects trying to build on-chain options. A few classes
of approaches:

e Standard options: Premia

e "Power perpetuals”, gamma exposure through convex futures:
Opyn Squeeth

e Replicating options through AMM LP positions: Panoptic

Application layer:
e Structured products: Ribbon Finance, Friktion

Some other projects: dopex, Lyra, rysk, Primitive

Others
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Derivatives

Futures, Synthetic Assets

@ Create an on-chain derivative to track price of some index or
asset. Goal:

o Leverage
o Access (US stock exposure for non-US residents)

@ See dYdX, Synthetix, GMX, Mycelium

@ Interesting (off-chain) innovation: the perpetual contract, a
never-expiring futures contract
e See Dave White's guide

Others
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Derivatives

Bridges, Cross-Chain Defi

o With rise of multiple L1's, "bridging” assets across chains
becoming more important

@ Binance, Wormhole, Ronin some examples

@ All 3 have been subject to > $100mil hacks!
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Derivatives

Insurance

@ Risk Harbor: automated on-chain op risk insurance
@ Nexus Mutual: “"DAO court” system

The main problem (same as in TradFi!): deciding whether a
physical event meets a definition given in the contract.

@ Another manifestation of the Oracle Problem
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Derivatives

Oracles

All derivatives rely on oracles to tell them prices, just as insurance
contracts rely on claims adjusters (and, in case of dispute, judges)
to determine payouts.

@ Chainlink very dominant on Ethereum
@ Pyth on Solana

No one has yet built a reliable and widely-used on-chain oracle!
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